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Virtual Chief Information
Security Officer (VCISO)

Our service assists your business in developing and maintaining
an information security management system that supports a
holistic, risk-driven framework approach to information assurance.
We provide ad-hoc, executive information security leadership and
decision-making support customised to an organisation’s specific
mission. Our service is designed to seamlessly integrate our
personnel into client organisations, making positive impacts in a
short period.

Why Hire a vCISO?

Augmented Cyber Expertise reduces business
risk, signals commitment to Data Security.
Whether you are looking for an interim CISO or
a longer-term arrangement, CyberQ Group
Virtual CISO Advisory Services provide the
leadership you need, when you need it. The lack
of security talent and the cost to hire, retain
and train qualified staff is difficult for all
businesses.

CyberQ Group provides CISO Advisory Services
that are tailored to your specific situation and
information security needs. Providing you with a
number of options when it comes to the scope,
accountability and length of service.
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Policy Suite/Board Level Review

«  Document review, gap analysis, policy design and update, ISMS and
PIMS framework development.
Board reporting; metrics and measurements.
Maturity assessments using global frameworks.

Compliance Services

*  Regulation, legislation compliance — evidence identification, creation
and maintenance.

. At minimum: PCI-DSS, ISO27001, CIS, NIST, data protection and privacy.

Risk Services

. Risk management strategy, risk reduction analysis, critical asset
review, risk rating review, organisational risk assessments, third-party
risk assessments & risk acceptance.

= Breach Incident Response Service
El

«  Breach/incident plan preparation.
+  Post-incident activity — communication support.

Awareness Session Delivery

«  Security awareness sessions for regulatory requirement, internal
corporate governance and compliance user access governance.

«  Confirm suitability and update where gaps are identified.

Subscribe to a quarterly or yearly
partnership and get all the expertise
and capabilities of a qualified and
experienced vCISO when you need it.
This ensures your client data is
protected, and your company is
adhering to compliance and making
informed decisions in managing risks.
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/ _ - Why CyberQ Group?

Collaboration

- We work closely with our partners to
mutually provide help and inspiration
in our continual efforts in striving for
- cyber resilience.

: Expertise

L . .
/ Our people are highly-experienced,
. certified consultants, with international

experience and proven track records.

Innovation

We continually seek to deliver what
enables global organisations to
achieve a higher level of security
maturity and capability.

About CyberQ Group

Established in 2016, CyberQ Group’s global team of cyber and business professionals have
decades of combined experience within the cyber and technology sectors. We believe even
the most daunting challenges can be overcome through collaboration, innovative technology
and great people.

We bring together the best of all these components, keeping your business better protected.
The result? Improved business risk profile, significant operational cost savings and long-term
peace of mind. Get in touch today to find out how we can keep your business secure.

D theteam@cyberggroup.com
@ www.cyberggroup.com
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CyberQ Group Ltd, Alpha Tower, Alpha Works, 21st Floor, Suffolk
Queensway, Birmingham B1 1TT, United Kingdom
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